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GDPR or the General Data Protection Regulations were brought into force on the 25th May 2018 
as part of the amended Data Protection Act 2018.

This new act was an attempt to bring the 
UK’s Data Protection laws into sync with our 
European neighbours in protecting the personal 
data of individuals in response to our emerging 
data-heavy lifestyles, with people routinely 
sharing their personal information freely online. 
They set out how businesses are to gather and 
protect any personal data they hold about 
their customers, suppliers and staff, in essence, 
anything that can be used to identify a person 
(data subject)! 

The Information Commissioners Office (ICO) has 
been given the task of ensuring compliance, 
and they have been active in issuing monetary 
penalties, enforcement notices and even 
prosecuting offenders, both large and small 
companies along with individuals alike. 

The Ideas Cupboard can help you to navigate 
these regulations to successfully protect the 
data you hold and avoid costly action in the 
future. 
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Legitimate Interest is arguably the most flexible lawful basis, 
but organisations using it must be able to demonstrate a 
balance between their interest to process an individual’s data 
and the individual’s reasonable expectations for you to do so.

Whenever legitimate interest is used as a basis then a three-
part balancing test should be applied to justify doing so.  
In conducting the balancing test the following should be 
considered:
1. Establishing a legitimate interest (Purpose test):

 · What are the benefits for the company/individual/
wider society?

 · How important are the benefits?
 · Is the interest ethical and lawful?

2. Establishing necessity (Necessity test):
 · Is the processing reasonable and proportionate?
 · Does the processing benefit the legitimate interest?

3. Individuals’ interests v legitimate interest (Balancing test):
 · Do the individual’s interests outweigh the legitimate 

interest?

Only where it can be demonstrated that there is a balance of 
the interests between the data subject and the organisation 
can legitimate interest be considered a lawful basis for 
processing.

For an organisation to use consent as a 
lawful basis, data subjects must agree 
to their personal data being processed.  
They must have a free choice over 
whether or not they have to provide 
their consent.

 · Consent requests must be clear, 
unambiguous and separate from 
other terms

 · Individuals must actively opt-in by 
ticking a box, signing a document, 
providing an affirmative response 
to a verbal statement etc.

 · If a new purpose for processing 
arises, new consent must be 
requested from individuals

 · Consent must be as easy to 
withdraw was to give

 · Evidence of consent must be 
recorded (when, where and how it 
was given)

What are the 
regulations?
The GDPR regulations focus primarily on consent and data security. 

For your business to legally collect and process personal data, its use must fall into what is 
deemed one of the 6 lawful bases:

If processing personal data is required to comply 
with a common law or statutory obligation under 
UK or EU law then this is considered a lawful basis 
providing that:

 · The organisation’s overall purpose in 
processing is to comply with the legal 
obligation

 · The legal obligation is identifiable in a specific 
provision or official guidance document

 · Processing is necessary

The individual’s right to erasure data portability 
and the right to object does not apply when Legal 
Obligation is defined as the basis for processing

Legal Obligation
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Vital Interests
If the data processing is in the Vital Interests 
of the data subject then this is a lawful basis.  
This basis is likely only to apply in emergency 
medical situations where processing medical 
data is required to protect a person’s life or 
the life of another person, but the individual is 
unable to give consent.

If it is possible to protect the person’s vital 
interests in an alternative and less intrusive way, 
then this basis does not apply.

You cannot rely on this basis for health or 
other special category data (see GDPR Article 
9) if the individual is capable of providing their 
consent, even if they refuse to provide their 
consent.

If processing personal data is required ‘in the exercise of official duty’ or to perform a specific task in the public 
interest that is set out in law then this is legal.

 · This basis is mostly used by public authorities, however, it can also apply to private organisations that carry 
out duties ‘in the public interest’ (such as a college).

 · Processing must be necessary.

 · In this case, individuals do not have the right to erasure, or data portability

Legitimate Interest05 Consent06

The most common bases for small businesses are Contract, Legitimate interest and Consent. 

Extra care and attention must be taken if you store data defined as Special Category Data, these 
include data such as; Race, Ethnicity, Political views, Religion, Trade Union Membership, Genetics, 
Biometrics used for ID, Health records, Sex Life or Sexual Orientation. 

If you are at all unsure about where your business falls within the legal bases or what they mean 
then please do not hesitate and get in touch with us today.

Data can be processed if the data is necessary to perform a contract with the data subject. It is acceptable 
to process the data before the contract is entered into (e.g. providing an insurance quote) provided the 
information has been requested by the data subject.

 · Processing must be “necessary”. The processing must be a reasonable and proportionate way of achieving 
the purpose

 · If the data subject is less than 18 years old, then an organisation must ensure the individual is sufficiently 
competent to enter into the contract

 · The individual’s right to object does not apply if the Contract is identified as the legal basis for processing. 
Similarly, the individual’s right not to be subject to a decision based solely on automated processing does 
not apply

0201

Public Task03

Contract04
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The Right to be Informed
Organisations need to tell individuals what 
data is being collected, how it’s being used, 
how long it will be kept and whether it will be 
shared with any third parties. This information 
must be communicated concisely and in 
plain language.

The Right of Access
Individuals can submit subject access 
requests, which oblige organisations to 
provide a copy of any personal data 
they hold concerning the individual. 
Organisations have one month to produce 
this information, although there are 
exceptions for requests that are manifestly 
unfounded, repetitive or excessive.

The Right to Object
Individuals can object to the processing 
of personal data that is collected on 
the grounds of legitimate interests or the 
performance of a task in the interest/
exercise of official authority. Organisations 
must stop processing information unless 
they can demonstrate compelling 
legitimate grounds for the processing that 
overrides the interests, rights and freedoms 
of the individual or if the processing is for 
the establishment or exercise of defence of 
legal claims.

The Right to Erasure 
Individuals can request that organisations 
erase their data in certain circumstances, 
such as when the data is no longer

GDPR includes the following rights for data subjects, 
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So, what are your 
individual rights under 
the new regulations?

RIGHTS 

FOR DATA!

necessary, the data was unlawfully 
processed or it no longer meets the lawful 
ground for which it was collected. This 
includes instances where the individual 
withdraws consent.

The right to erasure is also known as ‘the right 
to be forgotten’.

The Right to Rectification
If an individual discovers that the information 
an organisation holds on them is inaccurate 
or incomplete, they can request that it 
be updated. As with the right of access, 
organisations have one month to do this, 
and the same exceptions apply.

The Right to Restrict 
Processing
Individuals can request that an organisation 
limits the way it uses personal data. It’s an 
alternative to requesting the erasure of data 
and might be used when an individual 
contests the accuracy of their personal data 
or when they no longer need the information 
but the organisation requires it to establish, 
exercise or defend a legal claim.

The Right to Data Portability
Individuals are permitted to obtain and reuse 
their personal data for their own purposes 
across different services. This right only 
applies to personal data that an individual 
has provided to data controllers by way of a 
contract or consent.

Rights in Relation to 
Automated Decision Making 
and Profiling 
The GDPR includes provisions for decisions 
made with no human involvement, such as 
profiling, which uses personal data to make 
calculated assumptions about individuals. 
There are strict rules about this kind of 
processing, and individuals are permitted 
to challenge and request a review of the 
processing if they believe the rules aren’t 
being followed.

Legal Basis & Individual’s Rights

Right to Erasure Right to Portability Right to Object

Consent √ √ x

Contract √ √ x

Legal Obligation x x x

Vital Interest √ x x

Public Task x x √
Legitimate interest √ x √
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GDPR isn’t just about collecting and storing 
data, there are internal requirements that every 
business need to adhere to in order to process 
data, including recording all of your data 
processing activities. 

The guidelines currently state that if your 
company has over 250 employees, you MUST 
record ALL data processing activities for your 
business. For businesses with less than 250 
employees you only have to record HIGH-RISK 
processing activities. 

Data Protection Impact Assessments (DPIA) 
should be compiled on all current activity and 
subsequently used before starting a new data 
processing activity, this will help to determine if 
the activity is high risk. 

As a rule, any data processing activity that 
involves Special Category Data is automatically 
classed as high-risk. 

Documentation

Marketing
GDPR does not mean the death of marketing 
for you and your business. It just means you 
need to be more vigilant and more concise 
with your marketing methods and who you 
market to, the table shows the different options 
and what consent is needed. 

You can market to anyone as long as you 
follow some simple rules of consent and 
legitimate interest, GDPR is heavily focused 
on Transparent Communication - consumers 
should know what their data is going to be 

used for and it should be in clear to understand 
terms. Getting rid of confusing options and pre-
filled tick boxes is just the start.

It is also a way of the government addressing 
the issue of people not reading their terms and 
conditions and businesses slipping in unfair 
policy’s which people are consenting to. 
GDPR wants to give people a real choice and 
control over their data, in turn, protect them 
from other crimes.  

Method of 
Communication

Individual Consumers
(Includes sole traders and 

partnerships)

B2B
(Companies and corporate 

bodies)

Live Calls
 · Screen against Telephone 

preference Service (TPS)

 · Must be an option to opt-out

 · Screen against the Corporate 
Telephone Preference Service 
(TPS)

 · Must be an option to opt-out

Recorded Calls
 · The consumer must have given 

caller specific consent to make 
recorded market calls

 · The consumer must have given 
caller specific consent to make 
recorded market calls

Emails and Texts

 · The consumer must have given 
caller specific consent to make 
recorded market calls

 · Or a soft opt-in is given i.e. 
subject to a customer or has 
shown significant interest in your 
business

 · There is an option to opt-out

 · Can email or Text corporate 
bodies

 · A good practice is to offer   
opt-out option

 · Individual employees can   
opt-out

Mail
 · Name and address obtained 

fairly

 · Must be an opt-out option

 · Can mail corporate bodies 

 · Individual employees can   
opt-out
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Data Trails
To comply with the GDPR you need to be able to identify your data and what you do with it, 
the simplest way to accomplish this is to create a Data Trail. 

What is a 
Data Trail?
Your data trail should identify where your data 
has come from, what information do you need 
to store, where it is stored, it will also include 
how long do you intend on storing it and lastly 
how are you going to go about getting rid of it. 

You will need to take a look at where your data 
comes from, this can be a little more elusive 
than you would expect, as different forms of 
communication are used, chances are that 
your data comes in from multiple sources, 
however, you will need to identify all of them. 

You will need to look at what data are you 
going to store. This could be simply a name 
and address, but whatever you decide to store 
you will need to set the minimum standard 
for your data to ensure that your records are 
clear, correct and that you only store the data 
that is relevant and justifiable to the work that 
you do. 

We would advise you to steer clear of sensitive 
data where possible, as it can be difficult to 
justify that this information is necessary for the 
completion of a business project. There may 
be times where such data is necessary, in 
which case, special measures must be put in 
place to ensure the data never leaves your 
control. 

You will need to identify where you are going 
to store the data. Paper records are the 
easiest to deal with, as they simply must be 
locked away at the end of each day, a secure 
lockable filing cabinet or storage cupboard. 

Digital records are a little more difficult to deal 
with simply storing them on your computer 
is no longer safe, so they must be placed 
into secure storage. The use of USB sticks and 
portable hard drives should be banned where 

possible, however, it is understandable that it is 
necessary to use one now and then, in which 
case they too need to be secure. 

You will need to take into account what 
information is on them if it was to be lost, if the 
data is in an unreadable format then you have 
nothing to worry about.

The next step is easier, you need to decide 
how long you intend to store the data after the 
completion of the project. 

This can vary depending on the length and 
magnitude of the project you are working 
on. Often there are external factors that 
will influence this, such as financial record 
obligations to HMRC. 

If your product is physical, we would suggest 
looking at the guarantee period as a good 
marker for retention, if you provide more of a 
service than a product you will need to decide 
how likely is it that a client will contact you post 
project to request further information.

Data deletion is the final part of the trail, how 
you go about deleting the data can be seen 
as very important, at this stage thinking I just 
press delete on my computer, or empty my 
recycle bin, sadly that is not enough.

There are many available tools out there to 
help with the eradication of digital data, we 
can help point you in the right direction as part 
of our data services.

The eradication of paper records is a little 
easier, shredding is commonly used as a 
starting point, however, be wary of ribbon 
shredders as they can easily be put back 
together. 

01
Inbound Data

02
Data Retention

03
Data Processing

04
Data Destruction
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How can we 
help you?
Our GDPR Services come in 4 tiers for 
our business clients with varying degrees 
of support to suit your business’s needs. 

GDPR Service TEIR 1 TEIR 2 TEIR 3 TEIR 4

A Business Data Audit done on-site with 
one of our trained engineers √ √ √ √

A full report of all findings. (This can be 
used as the basis for your DPIA report) √ √ √ √

Basic policy templates x √ √ √

Advice & Guidance on measures 
needed to take to be compliant x √ √ √

Policies outlined as required, tailored for 
your business x x √ √

Guidance on turning the audit report 
into your first DPIA x x √ √

Discounted IT engineer time for any IT 
related issues highlighted in the report* x x √ √

Data Protection training for your staff 
held in your office, certificate of 
completion issued for each attendee

x x x √

Ongoing monthly support for any 
changes required to policies including 1 
additional audit*

x x x √

Discounted assistance with additional 
DPIAs as required* x x x √

 £500 £1000 £2000 
+ optional 

£50 per month 
ongoing 
support 

package

£2750 

1

2

3

4

5
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What next?...
We created this booklet to help you to understand what GDPR is all about and how it applies to 
you and your business. 

Here at “The Ideas Cupboard” we provide services to people and their businesses all across the 
UK, supporting them with a range of products and services, from branding & print through to IT 
infrastructure supply and support. 

We at “The Ideas Cupboard” have decided to take a stance on GDPR ensuring that the 
businesses we work with are fully aware of what is required of them to comply with these 
regulations. We can help you and your teams develop the policies and procedures necessary 
to fulfil your obligations. We can also provide regular updates to any changes which may be 
implemented which apply to them as well as helping to make relevant changes to both policies 
and procedures they have in place.

We look forward to helping you open the door to your future. 
* Valid for 12 months from the date of the first audit, 
additional monthly support package is available to 
extend this service.
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Our Services

Hosting & Maintenance

IT Services

We offer high-quality design and print services to businesses across the UK. With years of 
industry experience, we understand that businesses need projects completed in a timely 
manner. If you have a project that needs some attention, get in touch with the studio today 
on studio@iccreative.co.uk and have a chat about your requirements.

We design and produce everything from business stationery to promotion and packaging 
items, Our team can deliver you the finished product just as you had imagined it.

Website Hosting
We love using the latest technology to keep your website as safe and secure as possible, we 
have SSD storage in all of our servers, giving you the fastest service possible. We make sure 
our servers are secure and backed up, whilst having the tools available to react quickly to any 
incident, including regular backups.

Website Migration
When you migrate your website to us, we move your site from your old host and make the 
transition as seamless as possible, this often includes moving your emails at the same time. 
with minimal downtime comes maximum exposure. We can handle the migration, domain 
name and DNS configurations for you, making your life as simple as possible.

Updates
Modern websites are under constant threat of attack from hackers.  We will take these worries 
away, managing all of the daily tasks to update the vital components of your website. 
We ensure to install updates as soon as they are available and proved to be stable, with 
monitoring of availability done daily, you can be assured you are in the best of hands.

Here at The Ideas Cupboard, we provide a wide range of IT services that ensure your business 
keeps moving forward, taking away the worry that your technology could let you or your team 
down. Our services include:

 · Supplying Equipment

 · Custom Built Computers for Business & 
Personal

 · Installing New Equipment

 · Maintenance & Repair (both on-site and 
remote)

 · Network Infrastructure Design & 
Management

 · Server Management

 · Disaster Recovery Planning

 · Cybersecurity, Business & Personal IT 
Security

 · GDPR Guidance & Compliance

 · Business Information Storage Solutions

 · IT Troubleshooting

Design & Print

The Ideas Cupboard is a multi-disciplined agency based in the heart of the beautiful Shropshire 
countryside. We work with clients all over the UK providing high-quality service in many business-
critical areas. In addition to providing help with GDPR we also offer the following services:

Websites
In the digital age a website can often be the very first impression your customers have of your 
business, what does yours say about you?

The Ideas Cupboard will help develop the message you want to give to your customers, with 
a range of skills and services such as graphic design, photography and even help writing 
content, we can bring together all of the elements you will ever need.

From a simple refresh of an existing website to building something new, we can guide you 
through the difficult process of concept to completion
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